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. PROTOCOLS AND TESTING

WHAT IS "PROTOCOL"™?
DEFINITIONS

PROTOCOL VERIFICATION, TESTING AND
VALIDATION

CONTENTS
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COMMUNICATIONS PROTOCOLS

* Protocolis a set of rules that controls the communication
» syntactical rules (static part):
» define format (layout) of messages

* semantical rules (dynamic part):

» describe behavior (how messages are exchanged) and
meaning of messages

A protocol is a set of rules that controls the communication between entities in
different systems.

Protocols define format (syntax), order of messages sent and received among network
entities, as well as actions taken on message transmission or reception (behaviour).

Behaviour of the protocols can be defined using natural language (e.g. English) or some
formal description technique. Examples for the latter: SDL, Estelle and Lotos. They are
compilable specification languages. None of them has outweighed the others.

AASN.1 Abstract Syntax Notation One (ITU-T X.680-X.699)
ATTCN-3 Testing and Test Control Notation version 3 (ETSI ES 201 873)

AJML Unified Modeling Language (http://www.omg.org/uml/, ITU-T Z.109 [SDL combined
with UML])

ASDL: Specification & Description Language. (ITU-T Z.100-Z.109) Most popular in the
industry.

AMSC Message Sequence Charts (ITU-T Z.120-Z.129)

A OTOS: Language of Temporal Ordering Specifications (1ISO8807) is widely used in the
academic world. LOTOS is based on communicating processes.

Kstelle (ISO9074) is based on extended finite automata.
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PROTOCOL TECHNOLOGY

Informal K
specification I

Formal |
specification I

|
Implementationl.[ Test cases ]

* Ambiguous
* Not complete

+ ASN.1, TTCN-3,...
« UML, SDL, MSC, ...
+ Verification, validation

» Conformance tests
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TESTING

Verdict:

pass,

fail,

inconclusive

* Black box testing

~Implementation/System
Under Test

-Point of Control and
Observation

* Not possible to test all the
situations

—~Test Purposes

LZT 123 7751 Uen, Rev R1N

4/6/2018



© Ericsson 2002-2013. 4/6/2018

FORMALTECHNIQUES IN CONFORMANCE E

ASSESSMENT
Protocol
* Verification: specification
— Check correctness of formal model 2 1 Modeling

Verification Fbrmal protocol

description

* Testing (black-box):

- Check if Implementation Under Test (IUT)
conforms to its specification

- Experiments programmed into Test Cases :
- Validation: l
— Ensure correctness of test cases of ATS b

TestPurposes 1 : Validation
ATS

l Testexecution

Testresults

ATS: Abstract Test Suite, a collection of Abstract Test Cases.
ETS: Executable Test Suite, a set of Executable Test Cases.
IUT: Implementation Under Test
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TESTTYPES

« Conformance testing

— Function tests
* Regression tests
- System tests

* Interoperability testing

* Performance (Load) testing
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TEST CASES IN BLACK-BOX TEST

Implementation of Test Purpose

Stimulus ) non-blocking
— TP defines an experiment alternatives
* Focus on a single requirement | "5.°cking events
« Returns verdict (pass, fail, inconclusive) Q

Typically a sequence of action-observation- e
verdict update:

non-blocking

- Action (stimulus): non-blocking / R
(e.g. transmit PDU, start timer) v b.'ockingm :
— Observation (event): takes care of multiple (’\A) :

alternative events (e.g. expected PDU, N
unexpected PDU, timeout)

Black-box testing means that the internal structure of the tested software product is not known: the
only way to test it is to send a message ("'stimulus”) to the system and to analyse the received
response. The latter is compared to the due response determined beforehand using the reference
specification. If the comparison ("pattern matching") between the real and the expected response
fails, the test case is considered as "failed" otherwise "passed".

The test script language must have means to match the expected and the received messages
even if the message elements arrive in different order, or some of them (the optional ones) are
missing. Usually, there are more than one possible responses; all of them must be accepted.

Once the match is determined, the next stimulus is constructed taking into consideration the data
having received in the response, and so on.

The test script language must be prepared to determine that the expected response is not received
within the specified time frame: it must handle timing ("temporal") requirements.

3.3.118 test purpose: A prose description of a well defined objective of testing, focusing on a
single conformance requirement or a set of related conformance requirements as specified in the
appropriate OSI specification (e.g. verifying the support of a specific value of a specific parameter).
3.3.3 abstract test case: A complete and independent specification of the actions required to
achieve a specific test purpose, defined at the level of abstraction of a particular Abstract Test
Method, starting in a stable testing state and ending in a stable testing state. This specification may
involve one or more consecutive or concurrent connections.

Note 1: The specification should be complete in the sense that it is sufficient to enable a test
verdict to be assigned unambiguously to each potentially observable test outcome (i.e. sequence
of test events).

Note 2: The specification should be independent in the sense that it should be possible to execute
the derived executable test case in isolation from other such test cases (i.e. the specification )
should always include the possibility of starting and
3.3.31 executable test case: A realization of an abstract test case.

3.3.107 test case: An abstract or executable test case.
Abbreviations

IUT: Implementation Under Test
SUT: System Under Test
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INDEPENDENCE AND STRUCTURE OF E
ABSTRACT TEST CASES

* Abstract test cases should contain

- preamble: sequence of test events
to drive IUT into initial testing state
from the starting stable testing state

- test body: sequence of test events

to achieve the test purpose ».
— postamble: sequence of test events

which drive IUT into a finishing stable

testing state

* Preamble/postamble may be absent

=)

preambIeA body postamble

» Starting stable testing state and finishing [ %)
stable testing state are the idle state in e -
TTCN-3

3.3.121 testing state: A state encountered during testing, comprising the combination of
the states of the SUT, the test system, the protocols for which control and observation is
specified in the ATS, and, if relevant, the state of the underlying service.

3.3.93 stable testing state: A testing state which can be maintained, without prescribed
Lower Tester behaviour, sufficiently long to span the gap between one test case and the
next in a test campaign.

3.3.47 initial testing state: The testing state in which a test body starts.

3.3.110 test event: An indivisible unit of test specification at the level of abstraction of the
specification (e.g. sending or receiving a single PDU).

3.3.117 (test) preamble: The sequences of test events from the starting stable testing
state of the test case up to the initial testing state from which the test body will start.

3.3.105 test body: The sequences of test events that achieve the test purpose.

3.3.116 (test) postamble: The sequences of test events from the end of the test body up
to the finishing stable testing state(s) for the test case.
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REQUIREMENTS ON TEST SUITES

« All test cases in an ATS must be sound

— Exhaustive test case results pass verdict if IUT is correct
(practically impossible with finite number of test cases)

— Sound test case gives fail verdict if IUT behaves incorrectly
— Complete test case is both sound and exhaustive
* Must not terminate with none or error verdict

ATS is exhaustive if all test cases are exhaustive (all passing implementations are
compliant)

ATS is sound if all test cases are sound (all implementations that do not pass are not
compliant)

ATS is complete if all test cases are both sound and exhaustive
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PHASES OF BLACK-BOX (FUNCTIONAL) E
TESTING

» Test purpose definition
- Formally or informally
* TTCN-3 Abstract Test Suite (ATS)
- design or generation
* Executable Test Suite (ETS) implementation
- using the Means of Testing (MoT)
* Test execution against the Implementation Under Test (IUT)
- with MoT
* Analysis of test results
- verdicts, logs (validation)
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ABSTRACT TEST SUITE DESIGN

« Manual design:

- ldentify test purposes from protocol specification based on
the test requirements

- Implement abstract test cases from test purposes using a
standardized test notation (TTCN-3)

* Automatic design:
— Generate test purposes and abstract test cases directly from formal
protocol specification in e.g. UML, SDL, ASN.1

- Requires formal protocol specification
— Computer Aided Test Generation (CATG) is an open problem
- Model Based Testing

Once the protocol specification is formalised, it is theoretically possible to generate
executable test cases automatically. However, this procedure, called Computer Aided
Test Generation (CATG) is only being developed.

Otherwise, one needs to design abstract test cases manually. Manual test suite design
starts with the formulation of test purposes from protocol specification. Test purposes are
implemented in test cases.
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The test system is the link between &abstract “and ¥xecutable ". It derives executable
test cases from abstract test cases and executable test suites (ETSs) from abstract test
suites (ATSs). The test system and any additional equipment and procedures that may be
required for the execution of test cases together are called the Means of Testing.
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